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In the following sections, we first describe related research
Abstr_act A novel method b_ased on support vector m_ac_hine in the area of computer viruses detection. Then we illustrate
(SVM) is proposed for detecting computer virus. By utilizing  the architecture of our detect model in section Ill. Section IV

SVM, the generalizing ability of virus detection system is still ,.rq4,ces the classification algorithm. Section V details the
good even the sample dataset size is small. First, the research thod of extraction feat f d stating th
progress of computer virus detection is recalled and algorithm of method of extraction feature from program, and stating the

SVM taxonomy is introduced. Then the model of a virus detection engine work procedure. Section VI shows the
detection system based on SVM and virus detection engine areimplementation and experiment results. We state our
presented respectively. An experiment using system APl conclusion in Section VII.

function call trace is given to illustrate the performance of this
model. Finally, comparison of detection ability between the
above detection method and other is given. It is found that the IIl. Related work

detection system based on SVM needs less priori knowledgegg far, there have been few attempts to use machine learning

than other m_ethods and can shortt_an the training time under the and data mining for the purpose of identifying new or
same detection performance condition. .
unknown malicious code.

Keywords computer virus, API function calls, Support Vector N an early attempt, Lo et al. [2] conducted an analysis of

machine, virus detection. several programs evidently by hand and identified tell-tale
signs, which subsequently be used to filter new programs.
. Introduction Researchers at IBM's T.J.Watson Research Center have

) ] .. investigated neural networks for virus detection [3] and have
Excellent technology exists for detecting known ma“c'ouﬁcorporated a similar approach for detecting boot-sector

executables. Software for virus detection has been quiifuses into IBM's Anti-Virus software
successful, and programs such as McAfee Virus Scan ang e recently, instead of focusing on boot-sector viruses,
Norton AntiVirus are ubiquitous. These programs SearCé_‘chultz et al. [4] used data mining methods, such as naive
executable code for known patterns, and this method @S\ es 1o detect malicious code. The Bloodhound technology
probleman'c.' One shortcoming is that one must obtain a COBVSymantec Inc., uses heuristics for detecting malicious code
of a malicious program before extracting the patterf; ‘s;apnanos [6] used code normalization techniques to
necessary fo.r.|ts detection. Obtaining 'coples'of ngw Yetect polymorphic viruses. Normalization techniques
unknoyvn malicious programs usually entail them infecting Cfremovejunk code & white spaces, and comments in programs
attack.mg a computer system. before they generate virus signature.

In this paper, we propose a novel method to detect Computef, mprove the performance of the detector mentioned
viruses through SVM [1]. Our e.ffor'ts to addre;s this prople%ove, lots of malicious and benign codes as training dataset
have resulted in a fielded application, built using teChn'qups?lould be collected. And they would consume lots of times

from statistical pattern recognition and machine learning. Tr\]ﬁhen training the classifiers. Aid to solve these problems, the
Viruses Classification System currently detects unknowngI was utilized in our experiments

malicious executables code without removing any

obfuscation. To our knowledge, the experiment is the ﬁrﬂI
time to established methods based on SVM applying to detect
unknown computer viruses. We first describe a general framework for detecting malicious

Model Structure
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executable code. Figure 1 illustrates the proposed which separates the positive from the negative examples.
architecture. The framework is divided into 4 parts: (1IWherew is normal to the hyperplaneb | |W|| bdjng the
application server, (2) Virtual Computer, (3) detection serveperpendicular distance from the hyperplane to the origin,
and (4) virus detection firewall based on character codgw ||, the Euclidean norm ofv, and wik, the dot product
scanning. Once detected, the operating system can &yeen vectorw and vectorx in feature space. The

designed to observe the behavior of the computer Virus@syima| hyperplane should be a function with maximal margin

This would require the system to contain a virtuahetyeen the vectors of the two classes , which subject to the
environment or machine. So the virtual operating systempnstraint as :

VMWare[7] was used in our experiments. The computer virus

|
would be executed in the virtual environment to learn its max\WV (a)= ZG‘%ZO’a yo, y K(x, x)
behavior. In this environment, the virus would not destroy the o
real detection system. st Zai y=0,q0[0C], i=1..). (2)
Before a file save to the application server, it will be scanned E

by the virus detection firewalll. If the file is infected with viruswhere a; is Lagrange multipliers,K X( x )is kernel

then quarantine it. Otherwise if there is no malicioufnction,C is a constant.

information about the file, it will be replicated 2 copies. Then, For a test sampbe we could use decision function :

one copy will be sent to the application server, another one [

will be sent to the detect server based on SVM detection f(x)=sgn(y a;y K¢, x)+ b) ®)

engine after extracting feature in the virtual computer. At t -

following stage, the SVM detector check the copy again.

the file is infected with unknown viruses, the application Vi Detection Enai

server will be remind to remove the copy from its applicatioy' Iruses Letection Engine

database. And then quarantine it in a special database or gerBasic hypothesis

it to an expert to analyze it by hand. The area of coverage is characterized by the assumptions
mentioned below.

rﬁ) determine which class it is.

— - Assumption 1. Computer virus interacts with Operating
» Applicaition System at runtime
Sener I 9? User Yy o o .
= 2 Most types of malicious activities, such as accessing
HUB 2 , network or file services, involve interactions with the OS.

User However, some malicious activities, such as denying service
or corrupting data, can be done without interactions with the
0OS, virus that limits itself to such activities will not be
detected by our system.

=

R outer

o
[
8

Detedt Virua ¥ N Assumption 2 In interacting with the Operating System,
Senver Com puer Viruses use the Win32 APIs.
i i Instead of using the Win 32 APIs, it is possible to interact
Figure 1. Architecture with the OS through the Windows NT native API functions.
Our detection system can be extended to cover this type of
IV. Classification algorithm Interaction.

Assumption 3.0nce a infected program begins to execute,
Virus detecting can be look as a binary classification problemhe infection procedure ofvirus must immediately usurp
Our detecting model is based on SVM, which is a kind afontrol of the computer, whereas the other procedure of the
machine learning method based statistical learning theoytus may not always run.
The advantage of this method is that its general capability cassumption 4. The Win32 APIs used by software execut-
be improved by using structural risk minimization principleables can be effectively monitored at runtime.
That is to say, even using limited training sets, we can get a
relatively small error rate on independent testing sets. B\ Sample extracting
addition, since SVM is a convex problem, the local optimur@ur first intuition into the problem was to extract information
found by this method is also global optimum. Here we mainfyom the PE executables that would dictate its behavior.
discuss the method of calculating decision hyperplane aPgofessor Forrest [8] had studied thoroughly about the role of
sample classification. First we label the trainingsystem call sequence of Unix OS in intrusion detection.
data(x,Vy,),....(x,y)O Rx{1, i=1,..), yyO{+L-1}, According to their studies, we choose the Windows API
x OR . Suppose we have some hyperplane function calls as.the ma?n feature i.n our experiments. To
Wik4 b=0 (1) extract resource.lnforr.natlon from Windows executables we
used GNU’s Bin-Utils [9]. Because more and more
sophisticated computer virus, which using polymorphic and
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obfuscation techniques foil the commercial virus scanndﬁ_gure 2.(a) An malicious code snippet (b) API call trace (c) When
Sometimes one cannot extract API function calls only usirfgndow size k=4,obtaion short API call traces s1=35 36 78
the method above, so a tracing tool --APISPY.EXE wa&?:S2=36 78 79 92,s3=78 79 92 132,54=79 92 132 50.

designed in our experiments. . . .
¢ P When usingk length slide windows to scan system call

1) Size of window history by the program that contain malicious code, we can

By monitor the behavior of each sample in the VirtuadSt @ Set of short sequences which including normal and
Computer, we could trace the API function calls of then"ﬁ\bnormal system calls. S!nce few activities are illegal,
After extracting the system call sequence , index the aAppnormal short sequences is only a small part of the whole

function in system call mapping file, then each function hasS§°rt séguences. We use the following procedure to judge
whether API call sequence is legal or not.

index value, for example ‘35’ assign to function ‘openfile()’, h ¢ malici
show as Fig 2(b). We save the numerical sequence correspoftte! 9ot short sequence of malicious program, we compare
with records in sample database, if it matches with any item,

to the api function trace into a data file and slide a window btf . - h ;
sizek across the trace, recording each unique sequence'tgtill be deleted. Otherwise, the Hamming distance between
lengthk that is encountered. For examplek##, one get the normal samples will be calculated. The S|m|Iar|ty between
unique sequences show detail as Fig 2(c). two sequences can be computed using a matching rule that
Short sequence of system call represent the order of sysf@fiermines how the two sequences are compared. The
call by executing process, then, which value is the best %}atchlng rule used here is based on Hamming distance, i.e.
short sequence length? Wenke Lee and Steven W€ dlfferer_lce b_etween t_wo sequeniceasd] is indicated by
Hofmey[10] found that one can not get useful message frdfif Hamming distance i §, between them. For each new
system call sequence when window size larger than 30. If tak@guence, we determine the minimal Hamming distance
conditional entropy and computational consumption intal (i) betweenr and the set of normal sequences:

consideration, short sequence length should be 6 or 7. d_ (i) = min{d(i, j), Onormal sequencg j

2) Extracting abnormal samples The d_. (i) value represents the strength of the anomalous

We decide parameter value of SVM through training, so bofgnal, i.e. how much it deviates from a known pattern. Note
scanning the history of system call usikglength slide If the rate of anomalous to normal sequences,is then the

window, these samples are saved in a sample databasgsrage complexity of computind, . (i) per sequence is
Generally, the record in sample database is not 'arg?\f(k—l)&ﬂk—l)(l— R) ,which isO k R, N+ 1)), where
than| 3 [, where being API call set§y |, API function  is the size of windowl is the number of normal sample in

min

number andk , the size of slide window. dataset.
For a mismatched sequenicewe set thresholds on the
lea ebx, eax ndex API Function values, It will be regarded as anomalous any sequefoce
mev erXAv(ebX) which d;, ()= D, where k D<k being the threshold
call subA (ecx ) . . . . .
fest ecx, ecx g: gpeQFF-Te() value. It is say if a sequenceof lengthk is sufficiently
J short oA N Reoneker() different from all normal sequences, it can be flagged as
call SubB (ebx) 79 RegSetvalue anomalous. So we obtain empirically the abnormal dataset.
jmp loc_B 0 gCI 0
Loc_A: mov esi, var3 ) RegCloseKey ()
Loc_B: call MessageBox éO ’\SA:;S??eBOX() C. Detection Method
call Send (varl, esi) ) The virus detecting method presented in this paper is a
sub proc near supervising learning algorithm. Firstly, we marked the API
varx dword ptr 4 a1 call sequence, then got the parameters value of SVM by
Call OpenFile ('security txt”) | |FZ2===""====" ! training. To Check a file, we trace the API call sequence, then
l I X X 1 R N 1 1
g‘;’l‘l’sggdﬁﬁé (ebx, varx) L@___J @ usek length slide window to divide the sequence into several
Tt ’ slide ?____5_2 ______ short sequences, these short sequences can be judged by SVM
@| :@ classifier, abnormal short sequence will be marked, finally,
SubB proc near Lolaotaoto e ! we can judge whether the file contains virus or not based on
Call RegOpenicey ® Ir"is“'] the output of SVM classifier.
Call RegSetvalue leSZoSdoozo 4 ~ZJ In reality, it is likely to be impossible to collect all normal
add edi, eax SRR S, variations in behavior, so we must face the possibility that our
| | . . .
Call RegCloseKey ©) (1) () (), normal database will provide incomplete coverage of normal
ret L ittt -
behavior. If the normal were incomplete, false positives could

. q) be the result. Moreover, the inaccuracy of the SVM itself also

a . .
@ needs to set some judge rules to improve the performance of
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the detecting systems. So we judge whether a file contaithein SVM algorithm. This shows that SVM algorithm is fit to
virus based on the number of abnormal API call shodetect computer viruses when the viruses sample gathered is
sequence. If the number is larger than a predefined threshalifficult.

the file has been infected by virus, otherwise not. We decide

the threshold value by training. Sample space Training set Testing set
Benign file 423 50 373
i Malicious file 209 50 159
VI. Experiment Results Sum 632 100 532

. . . Tablel Sample data in Experiment.
We estimate our results over data set in table 1. The malicious P n =xpert

executables were downloaded from http://vx.netlux.org ant

. . Training data set Testing data set
http://Awww.cs. Columbia. edu / ids/mef/, the clean programs bor of . Number of Nomber of | Number of
H H umber of normal umber o umber O
were gathered from a freshly installed Windows 2000 servef® traces abnormal traces  normal races  2onormal

machine running MS Office2000 and labeled by a traces
commercial virus scanner with the correct clas:r m 2495_ o f?z r b2766 T h876 i
label(malicious or benign) for our method. The pretreatinga e 2. Distribution of the traces database used in the experiment
procedure of experiment data details as follow step:

. . . 2 H e
(1) Tracing API call sequences from viruses set and benign® @ False Negative False Positive
set. An api call tracing tool is programmed in our experiment = ;;ﬁy 53270/ ';:620/ k7:54710/
. . . . (1] . (1] . (] . (]
It can hook all API fynctlon calls in Windows 2000 server 14, 1 4.82%  5.63% 6.28%  5.66%
platform. (2) Disparting each API call sequence into short2o0 05 6.97%  7.50% 10.06% 11.32%
trace byk —the size of sliding window. (3) Identifying the Table 3 Experimental result of detection system

abnormal short traces in the short sequence set of viruses. (4)
Choose parts of normal and abnormal short trace as training
data to train SVM, and the other as testing set. At last, we Q%
the distribution of the short traces database used in training
and testing in our experiment, show in table 2. We presented a method for detecting previously undetectable
During the experiment, we use the software LIBSVM [11]computer viruses. As our knowledge, this is the first time that
To evaluate our system we were interested in severading support vector machine algorithm to detect malicious
quantities: (1). False Negative, the number of maliciousdes. We showed this model's detect accuracy by comparing
executable examples classified as benign; (2). False Positivaw, results with other learning algorithms. Experiment result
the number of benign programs classified as malicioshows that the present method could effectively use to
executables. discriminate normal and abnormal API function call traces.
There are some common kernels mentioned in SVM, vighe detection performance of the model is still good even the
must decide which one to try first. Then the penalty parametdrus sample dataset size is small.
Cand kernel parameters are chosen. After compare with other
kernel, at last we choose Radial Basic Function: Acknowledgment
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In our experiments, there are 100 files in training dataset,
and 532 files in testing dataset. The dimension of featurReferences
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